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Abstract 

Cloud computing is a revolutionary paradigm to deliver computing resources, ranging from data 

storage/processing to software, as a service over the network, with the benefits of efficient resource 

utilization and improved manageability. The current popular cloud computing models encompass a 

cluster of expensive and dedicated machines to provide cloud computing services, incurring significant 

investment in capital outlay and ongoing costs. A more cost effective solution would be to exploit the 

capabilities of an ad hoc cloud which consists of a cloud of distributed and dynamically untapped local 

resources. The ad hoc cloud can be further classified into static and mobile clouds: an ad hoc static cloud 

harnesses the underutilized computing resources of general purpose machines, whereas an ad hoc mobile 

cloud harnesses the idle computing resources of mobile devices. However, the dynamic and distributed 

characteristics of ad hoc cloud introduce challenges in system management. In this article, we propose a 

generic em autonomic mobile cloud (AMCloud) management framework for automatic and efficient 

service/resource management of ad hoc cloud in both static and mobile modes. We then discuss in detail 

the possible security and privacy issues in ad hoc cloud computing. A general security architecture is 

developed to facilitate the study of prevention and defense approaches toward a secure autonomic cloud 

system. This article is expected to be useful for exploring future research activities to achieve an 

autonomic and secure ad hoc cloud computing system. 

 

 

   

 

 

  


